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1. Introduction

The National Centre for Integrative Medicine (NCIM) collects, holds, and processes personal data about patients, service users, learners, staff, contractors, and volunteers to support its operational and legal obligations.

NCIM is committed to safeguarding this information and processing it fairly, lawfully, and transparently, in line with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

This policy provides a framework to ensure a consistent approach to data protection, compliance, and best practice across NCIM. It applies to all individuals working with or contributing to NCIM, including employees, contractors, associate therapists, volunteers, learners and students on placement.

All staff and associates are expected to follow this policy to protect the privacy and rights of those we work with. Breaches involving the unwarranted disclosure of information may result in disciplinary or contractual action.

This Data Protection Policy also incorporates NCIM’s Privacy Policy and Data Breach Policy (see appendices). It aligns with statutory and legal frameworks, including:


· UK General Data Protection Regulation (UK GDPR) and Data Protection Act 2018
· Freedom of Information Act 2000 (FOIA)
· Human Rights Act 1998
· Common law duty of confidentiality
· Other relevant legislation


2. Scope

This policy applies to all personal data held by NCIM, in any format (electronic, paper, or cloud-based), and in all locations where NCIM operates, including Ham Green House, remote work settings, community sites, and during NCIM-hosted events.

The types of personal data covered include, but are not limited to:

· Health records of patients, service users, and learners
· Learner records for education and training programmes
· Staff records, including employees, contractors, and volunteers
· NCIM membership records
· Marketing and communications records, including individuals who have signed up for NCIM’s newsletter (Integrative Medicine Matters)

This scope also applies to any data processed using third-party systems, digital platforms, or AI tools, ensuring all personal information is protected in accordance with UK GDPR and the Data Protection Act 2018.


3. Definitions

Personal Data
Personal data is any information relating to an identified or identifiable natural person (“data subject”). An identifiable natural person is one who can be identified, directly or indirectly, for example by reference to a name, identification number, location data, online identifier, or other factors specific to their physical, physiological, genetic, mental, economic, cultural, or social identity.

Data Controller
A data controller is the person, organisation, or body that determines the purposes and means of processing personal data. NCIM is the Data Controller for all personal data it collects and holds, and this policy sets out how NCIM complies with its responsibilities.

Data Processor
A data processor is a person, organisation, or body that processes personal data on behalf of a data controller. Employees and others acting under NCIM’s direct authority are not considered external data processors but must still follow this policy and protect personal data appropriately.


Information Asset
An information asset is a set of related information that is managed as a single unit so it can be understood, shared, protected, and used effectively. This includes the information itself (e.g., health records, learner files, staff records, membership data) and the systems or tools where it is stored (e.g., computers, cloud storage, software platforms, or paper files). Treating information as an asset ensures it is handled responsibly, kept secure, and supports NCIM’s operational, educational, and clinical work.

Special Category Data 
Some personal data is classified as Special Category Data under UK GDPR because it is more sensitive and requires additional protection. At NCIM, this includes information about health, racial or ethnic origin, religious or philosophical beliefs, and other sensitive personal details. Special Category Data is stored securely on closed systems such as PracticePal and SharePoint, with access limited to authorised staff only. NCIM ensures extra safeguards through restricted permissions, encryption where possible, regular backups, and staff training on confidentiality and safe handling. This data is only processed when there is a lawful basis under UK GDPR, and any breach of confidentiality may result in disciplinary action.

Other Terms
Any terms used in this policy that are defined in UK GDPR or the Data Protection Act 2018 have the same meaning as in the law. This includes terms such as processing, consent, data subject, and pseudonymisation. Staff should follow the legal definitions when applying these terms in practice.


4. Duties, Roles and Responsibilities 

Board of Directors
· The NCIM Board of Directors acts as the Data Controller under UK GDPR and the Data Protection Act 2018.
· The Board is responsible for ensuring that all information within NCIM is processed lawfully, fairly, and transparently, in line with statutory requirements.

Senior Leadership Team (SLT) 
· Provide the Board of Directors with evidence that information is being processed in compliance with relevant legislation and regulation.
· Oversee all information risks, which are recorded in NCIM’s Risk Register and reviewed quarterly by the Board.
· Ensure NCIM adheres to the 7th Caldicott Principle:
“The duty to share information can be as important as the duty to protect client confidentiality. For the purposes of direct care, relevant personal confidential data should be shared among registered and regulated health and social care professionals who have a legitimate relationship with the individual.”


Data Protection Officer (DPO)
· Keep all data protection-related policies up to date and easily accessible.
· Respond to requests concerning data and data handling, including Freedom of Information (FOI) and Subject Access Requests (SARs).
· Manage complaints related to information handling and liaise with the Information Commissioner’s Office (ICO) as required.

All Staff 
· Understand and carry out responsibilities for the lawful and secure use of information in accordance with this policy.
· Take personal responsibility for completing data protection training appropriate to their role. For example, the Clinical Administration Team must complete Information Governance training when joining NCIM.
· Refresher or targeted training may be required in response to changes in legislation, updates to NCIM systems, or following minor data breaches to reinforce safe data handling practices.

5. Data Protection and Processing 

At NCIM, we are committed to handling all personal data with care, integrity, and transparency. This section outlines the responsibilities of staff, learners, clients, and service users in relation to the collection, storage, use, and retention of personal data. It also explains the measures we take to safeguard information, the rights of individuals over their data, and how we ensure compliance with the Data Protection Act 2018 and UK GDPR. By following these principles, we aim to protect privacy, maintain trust, and provide the highest standards of care and service.

Please also refer to the Privacy Notice in Appendix 3.

5.1  	Subject Consent
NCIM will always be transparent with individuals (data subjects) about why and how their personal data is processed. The need to process data for routine operational purposes will be communicated clearly to all data subjects at the point of collection.
Where the data includes special category data (e.g. information about health, racial or ethnic origin, or other sensitive details), NCIM will ensure that explicit consent is obtained unless another lawful basis for processing applies. See Appendix 1 for examples of how NCIM applies lawful bases for processing, including special category data.
In circumstances where data must be processed without consent, NCIM will:
· Clearly explain the lawful basis relied upon,
· Provide confirmation of the relevant legal grounds under the UK GDPR or Data Protection Act 2018, and
· Apply exemptions only where there is a good and lawful reason to do so.
Where processing is based on consent, NCIM will ensure that such consent is:
· Freely given, without pressure or imbalance of power,
· Specific to the stated purpose(s),
· Informed, so the individual understands how their data will be used,
· Unambiguous, given through a clear affirmative action, and
· Explicit for special category data.
Special category data will be stored and accessed only within secure, closed systems such as PracticePal and Microsoft SharePoint, with access restricted to authorised staff on a strict need-to-know basis.
5.2  	UK GDPR

NCIM and all those working on its behalf — including employees, contractors, and volunteers — will at all times comply with the data protection principles set out in Article 5 of the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

In summary, these principles require that personal data must be:
· Processed lawfully, fairly, and transparently in relation to the data subject.
· Collected for specified, explicit, and legitimate purposes and not further processed in ways that are incompatible with those purposes.
· Adequate, relevant, and limited to what is necessary for the stated purposes.
· Accurate and kept up to date, with every reasonable step taken to correct or delete inaccurate data without delay.
· Kept in an identifiable form only as long as necessary for the purposes for which the personal data is processed.
· Processed securely, using appropriate technical and organisational measures to protect against unauthorised or unlawful processing, accidental loss, destruction, or damage.

To meet these principles, NCIM uses measures such as secure encrypted closed systems (e.g. PracticePal and SharePoint), and role-based access controls to safeguard personal data. 

5.3  	Data Protection Act and the Caldicott Principles

A fundamental principle of the Data Protection Act 1998 is to use the minimum personal data necessary to satisfy a purpose. This is also reflected in the Caldicott Principles (familiar to NHS and Social Care organisations) and the GDPR principles.

This is supported by both common law confidentiality obligations and the Human Rights Act 1998, which provides a privacy right for individuals.


All processing of personal data must be lawful and comply with confidentiality principles:

· NCIM will identify the legal bases for processing the personal data it holds.
· All processing of personal data is kept to the minimum necessary for NCIM’s work and purposes, and access to personal data is restricted to those who need it for their work.
· NCIM ensures that consent is obtained before sharing personal data with third parties. For example, if a request is made to provide an email address or other information, NCIM will always check with the individual first and obtain their explicit agreement.
· Personal data will be kept no longer than is necessary for the purposes for which it is held, and secure destruction of personal data that has passed its retention date is ensured.
· Where possible without interfering with NCIM’s necessary work, or that of any third party with whom data is shared, personal data is anonymised or pseudonymised before being used, shared, or disclosed.
· Personal data is kept secure from unauthorised use, access, disclosure, or accidental deletion at all times in accordance with NCIM guidance on IT or physical security. Paper or other physical media are kept securely and destroyed when no longer required.
· Appropriate ‘safe-haven’ procedures are maintained for the transmission of personal data (e.g., cloud-based client record systems).
· All staff handling personal data understand that they are legally and contractually responsible for following good data protection practice. This responsibility is included in induction training.
Unauthorised copies of personal data are not held or processed:
· Personal data held is regularly reviewed for adequacy and relevance to ensure it is up to date. Where no longer required, personal data is securely destroyed in accordance with retention schedules.
· Data subjects are given straightforward procedures to exercise their rights. Subject access requests can be made in writing by emailing enquiries@ncim.org.uk. NCIM will respond within 1 month, with a possible extension of up to 2 further months for complex requests. A fee may apply for printing and posting patient files.
· Breaches or suspected breaches of data protection, confidentiality, and/or information security will be reported in accordance with NCIM’s Data Breach Policy.
· Appropriate guidance is available to staff on steps required to comply with this policy.
· NCIM appoints a Data Protection Officer (Business Development and Operations Manager).

Procedures and guidance for both staff and those interacting with NCIM are maintained, including:

· The right to information about the processing of personal data under Articles 13 and 14 of GDPR, via privacy notices on the NCIM website and in contracts, and explanations in correspondence where appropriate.
· The right of access to personal data under Article 15 of GDPR.
· The rights of rectification, erasure, and to restrict processing under Articles 16–18 of GDPR.
· The right to object to processing under Article 21 GDPR and to limit automated individual decision making under Article 22 GDPR.

Please refer to Appendix 2 to see list of all relevant legislation.

5.4  	Transfer of Personal Data 

NCIM may, from time to time, transfer personal data to countries or territories outside of the United Kingdom (UK) in accordance with purposes communicated to individual data subjects. For example, the publication of staff names and contact details on a website may constitute an international transfer of personal data.

NCIM will ensure that any transfer of personal data outside the UK is compliant with Articles 44–49 of GDPR. Such transfers will not occur without consultation with NCIM’s Data Protection Officer and, in the case of confidential client data, without approval from the Chair or CEO of the organisation.

Staff or contractors based outside the UK must use NCIM-provided systems, such as NCIM email and SharePoint, for storing, processing, or sharing personal data, and must not use personal or non-approved platforms for work-related data. Personal data processed in connection with their role is still subject to UK GDPR principles. 

Staff must take special care with requests to transfer personal data internationally. In particular, staff must not:

· Disclose personal data requested by non-UK governments, agencies, or organisations for purposes such as identifying the names, numbers, or whereabouts of foreign nationals studying overseas, unless the data subject has provided specific and informed consent.
· Disclose personal data requested by non-UK governments to determine liability for national service, unless the data subject has provided specific and informed consent.

All international transfers of personal data must be documented, and measures must be taken to ensure that the data is protected to standards equivalent to UK GDPR requirements. Where consent is the lawful basis for transfer, there must be a clear email trail or other verifiable record confirming that consent has been obtained from the data subject.

5.5  	Data Processing Checklist

Before processing any personal data, all NCIM staff, contractors, and volunteers should consider the following:

· Do you really need to record or process this information?
· Is the information ‘ordinary’ (personal data) or ‘sensitive’ (special category data)?
· Has the data subject provided explicit consent, where required?
· Are you authorised to collect, store, or process this data?
· Have you verified that the data is accurate, especially if it was not obtained directly from the data subject?
· Are appropriate measures in place to keep the data secure?

· If consent has not been obtained, are you satisfied that processing is necessary and in the best interests of the learner, patient, or staff member?
· For international transfers or sensitive data: there must be a clear, documented record (e.g., email trail) of consent or another lawful basis for processing, and measures must be taken to ensure that the data is protected to standards equivalent to UK GDPR requirements.

5.6  	Data Security

To ensure that personal data is kept securely, precautions must be taken against physical loss, damage, or unauthorised access, and both access and disclosure must be appropriately restricted. All NCIM staff, contractors, and volunteers are responsible for the following:		
· Preventing unauthorised access to personal or sensitive data, whether in paper or electronic form.
· Ensuring that all methods of storing personal or sensitive data are secure, including storing sensitive data in a secure room or lockable storage device and controlling access to such locations.
· Ensuring that hardware and software used in processing personal data are reliable and protected against viruses and other electronic intrusions.
· Using password protection on computers, servers, and systems where personal data is stored, and ensuring that only authorised personnel have access to relevant passwords.
· Preventing computer screens or printed data from being overlooked by unauthorised persons.
· Ensuring that all individuals with access to personal data understand and follow NCIM’s Data Protection Policy.
· Implementing methods to detect and respond to breaches of security, including the ability to identify which individuals have accessed specific data and having proper procedures to investigate and remedy any breaches.
· Maintaining secure procedures for backing up data and storing backups separately from the originals (this is done with the support of the IT Manager)
· Using secure methods for disposal of backups, printouts, and other media containing personal data.

No member of NCIM staff may, without formal authorisation from the Data Protection Officer (DPO):

· Develop a new computer system for processing personal data;
· Process personal data outside of authorised purposes;
· Use an existing computer system to process personal data for a new purpose;
· Create a new manual filing system containing personal data;
· Use an existing manual filing system containing personal data for a new purpose.

Note: The DPO is the Business Development and Operations Manager.

Staff should make reasonable efforts to ensure that all personal information is kept securely, with particular attention to sensitive data. All personal data should be accessible only to those who need to use it, and sensitive data must be:

· Kept in a lockable room with controlled access, or
· Kept in a locked filing cabinet, or
· Kept in a locked drawer, or
· If computerised, password protected.
Data Retention by Area
Education Programme
As an Awarding Organisation, NCIM retains the registration and certification details of all learners indefinitely to provide evidence of the learner’s achievements as and when the learner or a nominated third party (such as an employer or educational establishment) requires them. This includes the learner’s name, date of birth, and academic achievements attained through NCIM. This information will never be shared with a third party without the express consent of the learner.
Clinical Services
There is no single retention period which applies to all medical records. NCIM aims to comply with the Records Management Code of Practice for Health and Social Care 2016. In general, medical records are retained for eight years from the date of discharge or end of care, but some may be kept longer (e.g., in the event of a serious incident). After this period, clients can request that NCIM delete records if desired. Otherwise, NCIM will retain electronic client records indefinitely to ensure continuity of care. These electronic records are stored in a secure ‘safe haven’.
Human Resources
NCIM retains detailed information, such as addresses, relevant financial and professional details relating to its staff members, for a maximum of seven years from the end of their employment. Information for unsuccessful job applicants will be retained for six months, subject to any changes in existing legislation. Other records relating to statutory requirements (e.g., Income Tax, Maternity Pay) will be retained in line with legal time limits.

5.7  	Learner obligations 

Learners (participants on NCIM open access or academic courses) are advised at registration about the information that NCIM will collect, use and retain about them, and those to whom such information will be disclosed. 


Learners must ensure that all personal data provided to NCIM is accurate and up to date. They must ensure that any changes, of address, for example, are notified to the NCIM. NCIM cannot be held accountable for errors arising from changes about which it has not been informed.

Learners who come into contact with personal data through NCIM for the purposes of research or study, in pursuit of an academic programme or qualification and under the direct supervision of a member of staff will be covered by NCIM’s notification to the Information Commissioner. In such cases, staff must notify learners about, and learners must abide by, the relevant provisions of this guidance.

NCIM is not responsible for notification of personal data processed by learners for their own use. Personal information is not disclosed either orally or in writing, intentionally or otherwise to any unauthorised third party.

Staff should note that unauthorised disclosure might be a disciplinary matter.

5.8  	Medical and Well Being Service Client / Service Users Obligations

· Clients are informed at registration about what data NCIM collects, uses, retains, and shares.
· Clients must ensure their personal data is accurate and up to date.
· NCIM cannot be held accountable for errors resulting from unreported changes.
.
5.9 Personal Data – Subject Access Request (SAR)

All individuals whose personal data is held by NCIM have the right to make a Subject Access Request (SAR). This allows them to:

· Ask what personal data NCIM holds about them and why it is being processed;
· Request access to that personal data;
· Ask how to keep their personal data up to date; and
· Be informed about how NCIM is complying with its obligations under the Data Protection Act 2018.

This right applies to data held electronically.

Individuals wishing to exercise their SAR right should submit a request in writing to enquiries@ncim.org.uk, who will pass it on to the Clinical Services Manager and Data Protection Officer (DPO). NCIM will provide the requested information within one month of receiving the completed request, unless there is a valid reason for delay.

Certain information, for example confidential references provided by a third party, may not be disclosed without the third party’s consent.



5.10 Publication of Organisational Information

Staff can request that personal details (e.g., qualifications, data in publications, website) remain confidential by contacting the DPO.

5.11 Emails 

· Emails containing personal data are subject to the Data Protection Act 2018.
· Data subjects can request access to emails containing their personal data, provided they give sufficient information for NCIM to locate the data.
· Emails are considered part of NCIM’s records.



Appendix 1 – Examples of Consent and Lawful Basis for Processing
This appendix provides practical examples of how NCIM determines when consent is required and which lawful basis applies. Staff can use this table as a guide before collecting personal data to ensure compliance.

	Example
	Type of Data
	Special Category?
	Lawful Basis
(UK GDPR)
	Additional Basis (UK GDPR Art. 9)
	Consent Needed?
	Notes

	Equality, Diversity and Inclusion Monitoring Form
	Racial/ethnic origin
	Yes
	Consent (Art. 6(1)(a))
	Explicit consent (Art. 9(2)(a))
	Yes – explicit consent must be recorded
	If collected anonymously, GDPR does not apply, but transparency about purpose remains important. Consent is appropriate where participation is voluntary and not required by law, contract, or funder obligation.

	Grant Reporting Data (with identifiable details)
	May include name, health info, ethnicity
	Yes (if health or ethnicity)
	Contractual requirement, legitimate interests (Art. 6(1)(f)), or consent (Art. 6(1)(a))
(depending on funder requirements)

	Explicit consent (Art. 9(2)(a)) or substantial public interest (Art. 9(2)(g))
	Usually yes – unless anonymised before use
	Make clear to data subjects how their data will be used for reporting.

	Grant Reporting Data (fully anonymised)
	Anonymised data
	No
	N/A – GDPR does not apply
	N/A
	No
	Ensure anonymisation is irreversible before sharing.

	PREM 
(Patient Reported Experience Measures)
	Health information
	Yes
	Consent (Art. 6(1)(a))
	Explicit consent (Art. 9(2)(a))
	Yes
	Consent can be collected via survey form; anonymisation after collection reduces future data protection obligations.

	NCIM Membership Records
	Name, contact info, payment details
	No (unless special category data is added)
	Contract (Art. 6(1)(b)) or Consent (Art. 6(1)(a))
	N/A
	No (for core contract data)
	Only ask for special category data if necessary and with explicit consent.



	NCIM Academy elearning Course customers
	Name, email, course access, completion data
	No
	Contract
	No, except marketing
	No
	Payment card details are processed by third-party payment providers and not stored by NCIM.




Appendix 2. Key Legislation and Guidance

	Law / Guidance
	Link

	UK General Data Protection Regulation (UK GDPR)
	ICO UK GDPR Guidance

	Data Protection Act 2018
	Legislation.gov.uk – DPA 2018

	Freedom of Information Act 2000
	Legislation.gov.uk – FOIA

	Human Rights Act 1998
	Legislation.gov.uk – HRA

	ICO – Guide to Lawful Bases for Processing
	ICO Guidance

	ICO Data Sharing Code of Practice
		Data Sharing Code




	Records Management Code of Practice 2021 
	Records Management Code of Practice

	Caldicott Principles
		Caldicott Principles






	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	





Appendix 3

NCIM Privacy Notice

1. Overview 
The National Centre for Integrative Medicine (NCIM) is the ‘controller’ of personal data for the purposes of the Data Protection Act 2018 and the General Data Protection Regulation. NCIM may be contacted at Ham Green House, Chapel Pill Lane, Pill, Bristol, BS20 0HH.

NCIM takes your confidentiality and privacy rights very seriously and we are committed to taking all reasonable measures to ensure the confidentiality and security of personal data for which we are responsible, whether computerised or on paper. 

This Privacy Notice explains the reasons we collect personal data and what we do with it. This Privacy Notice applies to all individuals whose personal information NCIM collects or processes, including clients and service users, learners on NCIM academic courses, employees, contractors, and customers of the NCIM Academy eLearning platform. Personal data may be held in paper form, electronically, or via third-party platforms used by NCIM). 

We want you to be confident that we are treating your personal data responsibly, and that we are doing everything we can to make sure that the only people who can access that data have a genuine need to do so. 

If you feel that we are mishandling your personal data in some way, you have the right to complain. Complaints need to be sent to our Data Protection Officer: 
Chantal Enders, Business Development and Operations Manager
Chantal.enders@ncim.org.uk

If you are not satisfied with our response you can raise the matter with the Information Commissioner’s Office. 


2. What kind of data we collect and why 

We process personal information about: 
· clients and service users 
· Integrative Healthcare Diploma and Foundation/Advanced Homeopathy Training, learners
· NCIM Academy eLearning course customers
· employees and job applicants 
· contractors
· volunteers
· professional associates, advisers and consultants 

We may process the following types of personal data: 
· Identity data may include your first name, maiden name, last name, username, marital status, title, date of birth and gender 

· Contact data may include your address, email address and telephone numbers 
· Medical information - notes and reports about your physical or mental health and any treatment, care or support you need and receive from us 
· Profile data may include your feedback and survey responses 
· Marketing and communications data may include your preferences in receiving marketing communications from us 
· Financial data may include your bank account and payment card details 
· Technical data may include your login data, internet protocol addresses, browser details, browser plug-in details, time zone setting and location, operating system and platform and other technology on the devices you use to access our website 
· Usage data may include information about how you use our website 
· NCIM Academy eLearning data – name, email, and course enrolment details; payment information is handled securely by a third-party payment processor (Stripe), and NCIM does not store full payment card details.

We use your data for the primary goal of delivering our health and wellbeing, education and membership services. Like many organisations, processing data is critical for the day-to-day operations of our business. We may also process sensitive personal data, for example, health records or criminal records of staff for safeguarding reasons. We require your explicit consent for processing sensitive data, so when you submit your details, we will ask for your explicit agreement in providing this information to us. 


3. How we store and protect your data 
We will never share your data with anyone who does not need access without your written consent. 

Your records may be stored: 

· On paper, in locked filing cabinets. Our offices are always locked out of working hours 
· Clients and service users: electronically using a specialist online medical records service (PracticePal) 
· Employees, associates and contractors: electronically on our cloud-based administrative and financial management systems (Office 365/Sharepoint and Xero) 
· Learners: electronically on our cloud-based administrative system (Office 365/Sharepoint)
· Members: electronically on our membership system (Memberpress)
· ELearning course customers: Name and email on on-line course platform (Thinkific)
· Meaningful Measures: MyCAW evaluation data is anonymised and stored on the meaningful measures platform

Only the following staff members will have routine access to your data: 
· The medical records service (PracticePal) which stores patient and service user data 
· Integrative Clinical Team so that they can provide clients and services users with treatment 


· Our administration staff in order to organise our practitioners’ diaries, and coordinate appointments 
· Education staff to manage learner folders and eLearning course customers
· Finance Manager who can access invoices etc on XERO Finance platform
· Other staff, such as our finance team and administrative teams, who will not have access to medical notes, just essential contact details to manage invoices and payments 
· Sender/Mailchimp is used to manage our newsletters and other promotional emails, so your name and email address may be saved on its server 
· Memberpress, which holds NCIM Membership members information and can be accessed by the IT Manager and Marketing Managers 

From time to time, we may have to employ consultants to perform tasks which might give them access to personal data (but not medical notes). We will ensure that they are fully aware that they must treat that information as confidential. 

Access to online data is password protected, and our office computers are also password-protected.

We educate all staff on data protection at induction, and in staff meetings.


4. The legal grounds for using your data 

NCIM collects and processes personal data only when there is a lawful reason to do so under UK GDPR and the Data Protection Act 2018. These lawful bases ensure that we handle personal information responsibly, transparently, and fairly. Depending on the context, we rely on one or more of the following bases:

· Contract – where processing is necessary to deliver services or fulfil agreements with clients, learners, eLearning customers, members, or other partners.

· Consent – where individuals have explicitly agreed to us processing their data, for example for marketing, surveys, or optional educational activities.

· Legitimate interest – where processing is necessary to support NCIM’s operational, educational, clinical, or membership activities, provided this does not override individual rights.

· Legal obligation – where processing is required to comply with statutory or regulatory requirements, such as financial, employment, or safeguarding obligations.

The following table sets out examples of how these bases apply across NCIM’s work, covering clinical care, education (including eLearning), community courses, and membership activities.



	Basis 
	Notes 

	Contract 
	Applies to all clients, learners, customers, members, course participants that NCIM has contact with. Data collected can include name, email, addresses, phone number, course details, and for clinical clients, health information. Services cannot be delivered without this data. Card payment details are processed via Stripe and are not stored by NCIM.

	Legitimate Interest 
	Applies to contacting clients, learners, eLearning participants, staff, or other stakeholders to deliver services, confirm appointments or course enrolments, provide updates on programmes, or manage organisational operations. Only data necessary for these purposes is collected and used.

	Consent 
	Applies to marketing communications (newsletters, promotional emails), optional surveys (e.g., PREM), and special category information collected for research (e.g. MyCaW), equality monitoring, or feedback. Consent must be freely given, specific, informed, and recorded, and can be withdrawn at any time (e.g., by unsubscribing). Special category data (health, ethnicity, etc.) requires explicit consent.

	Legal Obligation 
		



	Applies to employee, contractor, and supplier data for payroll, tax, pension, and contractual compliance. Also applies to retaining financial and administrative records for statutory periods.




	Public / Statutory / Regulatory Requirement
	Applies where data must be shared with regulators, auditors, or funding bodies (e.g., for grant reporting, accreditation, or statutory returns). Data sharing is minimised, anonymised where possible, and transparency is ensured with the data subject.




5. How long we hold your data for 

NCIM retains personal data only for as long as necessary to fulfil the purposes for which it was collected, meet legal or contractual obligations, and support ongoing services across all areas of NCIM activity, including clinical services, education (in-person and eLearning), community outreach courses, and membership. Retention periods vary depending on the type of data and its purpose. 

After these periods, records are securely deleted or anonymised, except where legal, contractual, or clinical obligations require longer retention.






	Reason 
	Example 
	Retention Period 

	Statutory 
	Staff HR records, payroll, pensions
	6–7 years from end of employment

	Contractual 
	Applications for courses, NCIM Academy registrations, membership subscriptions
	Length of time specified in contract or course duration, plus 6 years

	Administrative 
	Email enquiries, general feedback, community course bookings
	No longer than necessary for the purpose obtained

	Medical/Health
		



	Clinical notes, treatment records, PREMs / health feedback surveys



	Minimum eight years*, longer if ongoing care, serious incident, or legal obligation

	Marketing / Communications
	Newsletter subscriptions, consent for communications
	
	Until consent withdrawn or unsubscribed




	Research / Grant Reporting
	Grant evaluation data, survey results (anonymised if possible)
	Retain as required by funder or until anonymised

	Education / Certification
	Academic records, course completion certificates, assessment results
	At least 6 years after course completion

Payment data is held by Stripe and subject to their retention policies.”



* There is no single retention period which applies to all medical records. We aim to comply with the Records Management Code of Practice for Health and Social Care 2016. In general, medical records are retained for eight years from data of discharge or end of care but some may be kept longer than that e.g. if there has been a serious incident. After this period, you can ask us to delete records if you wish. Otherwise, we will retain your electronic records indefinitely in order to provide you with the best possible care should you need to see us at a future date. 

6. Sharing your data 

NCIM may share personal information with third parties only when necessary to fulfil the purposes outlined in this Privacy Notice, and always in compliance with UK GDPR and the Data Protection Act 2018.




Examples include:

· Clinical and Health Services – Information may be shared with healthcare professionals (e.g., GPs, consultants) to support treatment and continuity of care (with patient consent).
· Education and eLearning – Learner details (name, contact information, course registration, and completion records) may be shared with tutors, awarding bodies, or eLearning platform providers (e.g., NCIM Academy, Stripe for payment processing). Payment details themselves are not held by NCIM.
· Community Courses and Events – Participant names and dietary requirements may be shared with venues or event organisers to manage bookings and logistics.
· Membership and Subscriptiptions – Membership data may be shared with third parties for administrative purposes (e.g., subscription management on memberpress), but personal information is never disclosed for marketing without explicit consent.
· Internal and Operational Purposes – Personal data may be shared with NCIM staff, suppliers, and contractors strictly on a need-to-know basis to administer services, manage communications, or deliver organisational functions.

We will not share personal data for marketing purposes without your explicit consent. Where data is shared, we ensure that the recipient uses and protects the information in accordance with UK GDPR standards.

7. Marketing and website 'cookies' 

NCIM may contact you to promote our services, resources, and news, across all areas including clinical services, education (classroom and eLearning), community courses, and membership. We do this in the following ways:

· Emailing individuals who have given consent to receive marketing communications.
· Sending updates to people who have previously interacted with NCIM and may have a legitimate interest in our services (e.g., course participants, newsletter subscribers).
· Promoting our services and events on social media platforms to those who follow or engage with NCIM online.

You may unsubscribe or manage your preferences at any time. All marketing communications respect your choices and will not be sent without consent where required by law.

Cookies and Website Tracking

We use cookies and similar technologies to enhance your experience on our website (including the NCIM Academy eLearning site) and to monitor site usage via tools such as Google Analytics.

· What is a cookie? A cookie is a small file sent by a web server to your browser and stored on your device, which helps us understand website usage and improve functionality.


· Your choices: Most browsers allow you to block or delete cookies. Please note that blocking all cookies may affect website functionality, including access to online learning resources and course registration.
· Consent: When you first visit the website, you will be asked to accept cookies and can manage your preferences. You may update your choices at any time via your browser settings.

8. Your rights as a data subject 

If we hold your personal data, you have rights under the UK GDPR and the Data Protection Act 2018:

· Right to be informed – You have the right to know what personal data we collect, why we collect it, and how it will be used. This is explained when we collect your information and in this Privacy Notice.
· Right to erasure (‘right to be forgotten’) – You can ask us to delete your personal data. Please note that we may need to retain certain information to comply with legal, contractual, or clinical obligations (for example, medical records or employment information).
· Right to access (Subject Access Request) – You can request all personal data we hold about you. We are obliged to provide this in a portable format within one month (30 days). Requests deemed excessive or manifestly unfounded may be refused or charged. To make a request, please email enquiries@ncim.org.uk, which will be forwarded to the Data Protection Officer.
· Right to complain – If you believe your personal data has been misused or mishandled, you can raise a complaint with us or with the Information Commissioner’s Office (ICO).

Note: These rights apply to everyone whose data we process across NCIM’s services, including clinical care, educational courses (in-person and eLearning), community outreach programmes, and membership.

9. Changes to this Privacy Notice

We may update this Privacy Notice from time to time to reflect changes in legislation, guidance, or NCIM practices.




Appendix 2 
NCIM Data Breach Policy

1. Introduction 

NCIM collects, holds, processes, and shares personal data, which is a valuable asset that must be protected. All personal and sensitive data, whether clinical, educational, membership, community engagement, or eLearning, must be handled carefully.

Every effort is made to prevent incidents—accidental or deliberate—that could compromise confidentiality, integrity, or availability of data. A breach could result in harm to individuals, reputational damage, disruption to services, legal non-compliance, or financial loss.
For full guidance on data protection principles, lawful bases for processing, and data retention, refer to the NCIM Data Protection Policy (sections 1–5) and Privacy Notice (Appendix 1).

2. Purpose and Scope 

This policy ensures a consistent and effective approach to identifying, reporting, managing, and responding to data breaches and information security incidents across NCIM.

It applies to:

· All personal and special category (sensitive) data held by NCIM, in any format.
· All NCIM staff, including contractors, consultants, volunteers, suppliers, and data processors acting on behalf of NCIM.
· All pillars of NCIM activity: clinical services, education (including NCIM Academy eLearning), community courses, and membership data.

The objective is to contain breaches, minimise risk, secure data, and prevent further incidents.

3. Definitions / Types of Breach 

A data breach is any event that compromises the confidentiality, integrity, or availability of data, whether accidental or deliberate. Examples include, but are not limited to:

· Loss or theft of data or equipment (laptop, USB stick, tablet, paper records).
· Equipment or system failure.
· Unauthorised access, use, or modification of data or IT systems.
· Attempts to gain unauthorised access (successful or unsuccessful).
· Unauthorised disclosure of sensitive or confidential information.
· Hacking attacks or website defacement.
· Human error or unforeseen circumstances (e.g., fire, flood).




4. Reporting an incident 

Any individual who accesses, manages, or processes NCIM data must report a suspected or confirmed breach immediately to the Data Protection Officer (DPO, Business Development and Operations Manager).

If the breach occurs outside working hours, it should be reported as soon as practicable.

Reports should include:

· Date, time, and location of the breach.
· Who is reporting.
· Data involved (types, number of individuals affected).
· Description of the incident and potential impact.

All staff should be aware that failure to comply with reporting requirements may result in disciplinary action.

5. Containment and Recovery 

The DPO (Data Protection Officer) will:

· Determine if the breach is ongoing and take steps to contain it.
· Assess the severity and take lead in investigating.
· Identify if losses can be recovered and minimise potential harm.
· Notify relevant parties, including law enforcement if appropriate.
· Seek advice from colleagues or external experts as needed.

6. Investigation and risk assessment 

An investigation will be undertaken by the DPO immediately and wherever possible, within 24 hours of the breach being discovered / reported. 

The DPO will investigate the breach and assess the risks associated with it, for example, the potential adverse consequences for individuals, how serious or substantial those are and how likely they are to occur. 

The investigation will need to take into account the following: 

· Type and sensitivity of data.
· Protections in place (e.g., encryption, access controls).
· Nature of the breach (lost, stolen, misused).
· Potential unlawful or inappropriate use.
· Number of individuals affected and likely impact.
· Wider organisational consequences.




7. Notification

The DPO, with relevant colleagues, will decide if the Information Commissioner’s Office (ICO) must be notified, generally within 72 hours of awareness. Factors considered include:

· Likelihood of high risk to individual rights.
· Whether notification helps individuals mitigate risk.
· Preventing unauthorised or unlawful use of data.
· Legal or contractual notification requirements.
· Risk of over-notifying.

Individuals affected by breaches likely to cause high risk will be informed promptly, including:

· How and when the breach occurred.
· The data involved.
· Actions already taken to mitigate risk.
· How to contact NCIM for further information.

The DPO will also consider informing:

· Third parties such as insurers, banks, credit card companies, or trade unions.
· Internal communications teams if a press release or external enquiry may arise.

A record of every breach will be maintained, regardless of whether notification was required.

8. Evaluation and response 

After containment, the DPO will review:
· Causes of the breach.
· Effectiveness of the response.
· Updates required for systems, policies, or procedures.
Key considerations:
1. Location and storage of personal data.
2. Identifying weak points in security measures.
3. Secure methods of transmission; sharing minimum necessary data.
4. Staff awareness and training.
5. Data breach response plan and responsible individuals.
If needed, the DPO may recommend changes to systems, policies, or procedures to NCIM’s Board of Directors.

NCIM Data Breach Quick-Reference Guide

Report → Contain → Investigate → Notify → Evaluate → Learn

1. What to Report

Report any incident that may compromise personal data, including:

· Lost or stolen laptops, tablets, USBs, or paper records
· Unauthorised access, use, or disclosure of information
· Accidental deletion, alteration, or corruption of data
· IT system failures, hacking, or ransomware attacks
· Human error or unforeseen events (fire, flood, etc.)

2. Who to Report To

Contact: Data Protection Officer (DPO – Business Development and Operations Manager)
· Include all known details: what happened, when, who is involved, and what data is affected.
· If outside working hours, report as soon as possible.

3. Immediate Actions

· Contain the breach – stop further data loss if possible.
· Secure any affected equipment or records.
· Do not attempt to investigate or resolve alone – leave this to the DPO.

4. Investigation & Risk Assessment

The DPO will:
· Assess severity and risk to individuals and NCIM
· Determine whether external notifications (ICO, police, insurers) are needed
· Investigate causes and identify mitigation steps

5. Notification
· ICO notified if high risk to individuals within 72 hours
· Affected individuals informed if their rights or safety are at risk
· Third parties notified as required (e.g., insurers, banks)

6. Learning & Prevention
· Causes reviewed, systems and policies updated
· Staff training reinforced if needed
· Lessons shared to prevent future breaches

Remember: Reporting a breach quickly is crucial. Prompt action reduces risk and helps protect individuals and NCIM.
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